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Why is there such a thing as legislation?

Possible answers

• Individuals, enterprises and societies try to avoid dangers

• Humans are imperfect social creatures

• Balance interests

• Need to be able to plan ahead (predictability)

• Need to handle changes

• Trust 

Possible interpretation
There is a need to handle risks



Why is there such a thing as contracting?

Possible answers

• Need to identify parties

• Need to define obligations and objectives

• Balance interests

• Documentation

• Define sanctions and secure access to conflict resolution

• Create trust 

Possible interpretation
There is a need to identify and manage risks



Traditional Legislative Strategy

Reactive/repairing (sanctions and restoring)

The traditional strategy is a rather unique
approach: 

Compare other sectors, e.g. economy, 
transports, construction, medicine, 
insurances, etc.



For the rational study of the 
law the black-letter man may 
be the man of the present, but 
the man of the future is the 
man of statistics and the 
master of economics.

Oliver Wendell Holmes, Jr. 
1897



Possible complementary approach

Risk analysis as a proactive tool

• In legal reasoning/analysis

• In the drafting of legislation

• In contracting



What is a Risk?

Risk

Vulnerability

Creates

Security

Decreases

Protection

CreatesDecreases

Risk analysis



The concept of risk

What is a risk?

Possibility of loss, injury, interuption, 
disadvantage or destruction

Risks should not always be avoided

Good risks – bad risks



What is a good risk?

Good risks can, although they may inflict negative 
consequences, lead to positive effects. Examples are 
investments, uncertain development projects, legal 
processes and applications.

Risks of this kind are sometimes labelled manufactured or 
dynamic risks.

Manufactured risks should not be avoided. The objective is 
to identify and control them.

In practice this is accomplished through legal analysis, 
drafting of legislation and contracting.



How to estimate risks?How to estimate risks?

EffectsEffects

DisasterDisaster
Critical incidentCritical incident
Serious incidentSerious incident
Marginal injuryMarginal injury
NegligibleNegligible



How to estimate risks?How to estimate risks?

Likelihood of Likelihood of 
occurrenceoccurrence

ObviousObvious
Very highVery high
Possible Possible 
SmallSmall

NegligibleNegligible



How to estimate risks?How to estimate risks?

Costs to avoidCosts to avoid

UnbearableUnbearable
Very highVery high
ReasonableReasonable
LowLow
NegligibleNegligible



How to estimate risks?How to estimate risks?

Effects
Likelihood of 
occurrence Costs to avoid

Disaster Obvious

Critical incident Very high Very high

Serious incident Possible Reasonable

Marginal injury Small Low

Negligible Negligible Negligible

Unbearable



How to estimate risks?How to estimate risks?

Effects Likelihood of 
occurrence Costs to avoid

5 5

4 4 4

3 3 3

1 2 2

1 1 1

Effects Likelihood of 
occurrence Costs to avoid

5 5

4 4 4

3 3 3

1 2 2

1 1 1

5

Strategy: eliminate all risks e.g. ∑ > 10



How to estimate risks?How to estimate risks?

Insurance costInsurance cost
Protection costProtection cost
Administration cost Administration cost 
Damage cost (incident cost x frequency)Damage cost (incident cost x frequency)

=  Total risk cost
+



RiskanalysisRiskanalysis//--managementmanagement

Risk management

Risk planning Risk analysis Risk elimination Risk surveilance

Risk identification Probability analysis Consequence analysis



Risks related to ITRisks related to IT
E.g. ProcurementE.g. Procurement

specificationsspecifications
quality/functionalityquality/functionality
deliveriesdeliveries
liabilityliability
legislation / jurisdictionlegislation / jurisdiction
competencecompetence
etcetc



Risks related to ITRisks related to IT

E.g.  Customers E.g.  Customers -- clientsclients

privacyprivacy
trusttrust
freedom of information freedom of information vsvs secrecysecrecy
inflexibilityinflexibility
data qualitydata quality



Risks related to ITRisks related to IT

E.g.  Service providingE.g.  Service providing

interruptions interruptions 
documentation of systemdocumentation of system
inflexibility / lack of standardsinflexibility / lack of standards
attacksattacks
employeesemployees
etcetc



Risks related to ITRisks related to IT

E.g. Employees E.g. Employees -- end usersend users

goal conflictsgoal conflicts
privacyprivacy
competencecompetence
educationeducation
VulnerabilityVulnerability
dependencedependence



Statistics/ numerical methods
Risk exposure studies
Fault tree analysis / graphical methods
Checklists
Matrix models
Flow charts/organisational plans
Combinations



Probability treesProbability trees
Incident investigationsIncident investigations
Testing (of persons and equipment)Testing (of persons and equipment)
Analysis of decision processesAnalysis of decision processes
Analysis of hazards an operations   (HAZOP)Analysis of hazards an operations   (HAZOP)
Creative thinking, brain storming,  Delphi Creative thinking, brain storming,  Delphi 

studiesstudies



Statistical methodsStatistical methods
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Statistical/numerical methodsStatistical/numerical methods

+ Computable, results improve over time + Computable, results improve over time 
as data are aggregated, pedagogic, well as data are aggregated, pedagogic, well 
knownknown

-- Severe risks can have very low Severe risks can have very low 
frequency and be underestimated, frequency and be underestimated, 
problems with quantification, can be problems with quantification, can be 
manipulated, psychology, ethicsmanipulated, psychology, ethics



Fault tree analysisFault tree analysis

Specification Contracting

Volume

Repair New product

Notify seller

Function IPR

Fault Time Delay

Delivery Testing Use



Fault tree analysisFault tree analysis
+ Several categories of persons in an + Several categories of persons in an 

organisation can work with the  organisation can work with the  
scenario from various perspectives, can scenario from various perspectives, can 
be developed step by stepbe developed step by step

-- Can become difficult to summarise, Can become difficult to summarise, 
focus on isolated occurrences, Difficult focus on isolated occurrences, Difficult 
to find consensus about details, to find consensus about details, 
psychologypsychology



Flow ChartsFlow Charts

Is the state discriminating against out-of-staters?
(Denying fundamental rights to out-of-staters that it provides its 
own citizens.) (Corp/Assoc. NOT protected)

NO
Then no Article IV claim

The P&I clause of the 14th

Amend. was made irrelevant 
by the Slaughterhouse Cases 
in 1873.

Is the right fundamental to the promotion to interstate 
harmony or to the maintenance and well being of the union?

Interstate Employment—United Bldg. & Construction Trades 
Council v. Camden (1984): Camden sought to require at least 
40% of all employees of contractors on city construction jobs to
be Camden residents.  Ct. concluded that the law impinged upon 
the fundamental interest of interstate employment but remanded 
to lower court to decide if there is a substantial reason for 
differential treatment. (Remanded)

YES

If NO
Constitutional

Are the out-of-staters
a peculiar source of 
evil?
(Extremely deferential 
to states)

If NO
Unconstitutional

Is there a substantial relationship between the "evil" 
and the discriminatory practice?
&
Is this the least discriminatory solution?

(Narrowly tailored)

NO

Pursuit of a livelihood—Piper v. New 
Hampshire (1985): NH restricted the 
practice of law to residents only.  Ct. 
struck down, holding that the practice of 
law was sufficiently fundamental to the 
national purposes of the P&I clause.
(Unconstitutional)

YES

YES

Recreational activity—Baldwin v. 
Montana Fish & Game Comm'n
(1978): Montana charged non-
residents $225 but residents only $30.  
Ct. concluded that recreational elk 
hunting was not fundamental to the 
promotion of interstate harmony or to 
the maintenance and well being of the 
Union.  (Constitutional)



Graphic methodsGraphic methods

+ Can be developed step by step, + Can be developed step by step, 
provide overview, may function as provide overview, may function as 
checklists, help to identify checklists, help to identify 
simplifications, powerful tool for simplifications, powerful tool for 
analysisanalysis

-- Can become too complex, may be Can become too complex, may be 
difficult to find consensusdifficult to find consensus



Check listsCheck lists

VendorsVendors Contracts, Contract Act, Sale of Goods ActContracts, Contract Act, Sale of Goods Act

CompetitorsCompetitors Marketing Act, Trade Mark ActMarketing Act, Trade Mark Act

Customers, ClientsCustomers, Clients Personal Data Act, Register ActsPersonal Data Act, Register Acts

Authorities/StateAuthorities/State Freedom of information, secrecy, Freedom of information, secrecy, 
Administration Act, TaxationAdministration Act, Taxation

EmployeesEmployees Employment Act, Collective agreements, Employment Act, Collective agreements, 
personal employment contractspersonal employment contracts

UnknownUnknown Criminal Code, TortsCriminal Code, Torts

Actors Check



Check listsCheck lists

+ Established, easy to understand, general, can + Established, easy to understand, general, can 
be used in all situationsbe used in all situations

–– Presupposes initial inPresupposes initial in--depth analysis  can depth analysis  can 
become boring routinebecome boring routine



Matrix modelsMatrix models
 Liability  B ankruptcy IPR  issues Privacy Secrecy etc 

O w n org       
H ardw are-
provider       
Telecom -
operator       
Softw are-
provider       
C onsultants        
Public 
authorities       
Em ployees       
C ostomers/ 
clients       
etc       

 

 



Matrix modelsMatrix models
+ Several aspects can be combined (e.g. + Several aspects can be combined (e.g. 

risk, likelihood & effects), Very risk, likelihood & effects), Very 
systematic systematic 

–– Time consuming, rigid, always several Time consuming, rigid, always several 
irrelevant cellsirrelevant cells



Risk Exposure Studies Risk Exposure Studies -- Step 1Step 1

IdentifyIdentify risks (e.g. risks (e.g. RelatedRelated to to development)development)
Drafting of legislation or contractingDrafting of legislation or contracting

Understanding of organisation Understanding of organisation (e.g. flow chart analysis)(e.g. flow chart analysis)
Understanding of requirements Understanding of requirements (e.g. fault tree analysis)(e.g. fault tree analysis)
Goal orientation Goal orientation -- expectations expectations –– conflicts conflicts 
(e.g. scenario analysis)(e.g. scenario analysis)
Selection of technique Selection of technique (e.g. matrices)(e.g. matrices)
Competence Competence (e.g. statistical investigation of performance)(e.g. statistical investigation of performance)



Risk Exposure StudiesRisk Exposure Studies -- Step 2Step 2

InvestigateInvestigate howhow identifiedidentified risks risks concerningconcerning
organisation, organisation, reqirementsreqirements, , goalgoal expectationsexpectations, , 
technicaltechnical standards, and standards, and competencecompetence affectaffect
system system developmentdevelopment or legislative or legislative draftingdrafting
projectsprojects, by , by meansmeans of of usingusing e.ge.g. . Creative Creative 
thinking, Brain storming,  Delphi studiesthinking, Brain storming,  Delphi studies



ObjectiveObjective

AggregateAggregate knowledgeknowledge of of whenwhen and in and in 
whichwhich legal legal circumstancescircumstances variousvarious risk risk 
analysisanalysis methodsmethods are are efficientefficient

DevelopDevelop customizedcustomized legal risk legal risk analysisanalysis
methodsmethods



The The importanceimportance of representations of representations 
forms in the legal risk analys forms in the legal risk analys 
processprocess



In additionIn addition

As As mentionedmentioned by Professors Jones and by Professors Jones and 
Seipel this morning:Seipel this morning:

The The possibilitiespossibilities to to embeddembedd legislative legislative 
solutions in ICT systems, i.e. solutions in ICT systems, i.e. createcreate
protectionprotection by by meansmeans of of employingemploying formal formal 
representationsrepresentations



DifficultiesDifficulties

HabitsHabits

EducationEducation

CostsCosts

ClientsClients expectationsexpectations

Legal Legal rolerole modelsmodels

Formalisation

Insecurity

Negative influence

Documentation
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